This Page Is Inserted by IFW Operations 
and is not a part of the Official Record 

BEST AVAILABLE IMAGES 



Defective images within this document are accurate representations of 
the original documents submitted by the applicant. 

Defects in the images may include (but are not limited to): 

• BLACK BORDERS 

• TEXT CUT OFF AT TOP, BOTTOM OR SIDES 

• FADED TEXT 

• ILLEGIBLE TEXT 

• SKEWED/SLANTED IMAGES 

• COLORED PHOTOS 

• BLACK OR VERY BLACK AND WHITE DARK PHOTOS 

• GRAY SCALE DOCUMENTS 



IMAGES ARE BEST AVAILABLE COPY. 

As rescanning documents will not correct images, 
please do not report the images to the 
Image Problem Mailbox. 




What io claimed is: 



1 1 . An access restriction information setting method which 

2 seLs up access l es Lriclicii information on a storage device, 

3 in a storage area network system having the storage device 

4 which determines right or wrong of an access request to a 
b volume* in accordance with access restriction information 

6 which is set up on a port which receives the request/ and 

7 a host computer which transmits an access request to said 

8 storage device through a first network, , comprising: 

9 a first step fox obtaining access restriction 

10 information and information of a volume which are set up 

11 on each port that a first storage device has, through a second 

12 network; 

13 a second step for obtaining attribute information 

14 including a port type and a status of utilization of each 

15 port that a second storage device has / from sa i ri second storage 

16 device through 3aid second network; 

17 a third step for selecting a port of said second storage 

18 device which is utilised for an access to a volume that said 

19 first storage device has or had, on the basis of atlribule 

20 information of each port that said second storage device 

21 has i which is obtained in said second step; and 

22 a fourth step for setting up, nn a port, of said, second 

23 storage device which is selected in said third step, access 

24 restriction information ot aportof said first storage device 
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to which a volume, of which the port is utilised for an access, 

26 is assigned, on the basis of access restriction information 

27 and information of a volume of each port that said first 

28 storage device has, which are obtained in said fiist step. 

1 2. An access restriction information setting method 

2 according to Claim 1, wherein 

3 said third step selects a target port which is utilized 

4 for reception of an access request to a volume that said 

5 first storage device has from said host computer, and an 
G initiator port which is utilized for transmission of an access 

7 request to a volume that said first storage device has from 

8 3aid second storage device, and 

9 said fourth step sets up, on a target port of said second 

10 storage device which is selected in said third step, access 

11 restriction information of a port of said first storage device 

12 to which a volume, of which the port is uti .1 i 7.ed for an access, 

13 i3 assigned, and permits only an access request to acce 33 

14 restriction inf ormationof said first storage device to which 

15 the volume is assigned from an initiator port of said second 

16 storaqe device which is selected in said third step. 

1 3. An access restriction information setting method 

2 according to Claim 'l, wherein 

3 said first 3tep obtains access restriction information 

4 which is set up on each port that a first storage device 
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5 has and information of a volume, from said first storage 

6 device throuqh said second network. 

1 4. An access restriction information setting method 

2 according to Claim 1 , wherein 

3 said first step specifies access restriction 

4 information which is set up on each port that a first storage 

5 device has and information of a volume, by obtaining 

6 information of a port of said host computer which is utilized 

7 for an access to a volume that said first storage device 

8 has and information of a port of said first storage device, 
y from said host computer through said second network, 

1 5, An access restriction information setting method 

2 according to Claim 1, further comprising: 

3 a fifth step for changing a port of said first storage 

4 device which is associated with ear. h mount point of a file 

5 oyotem of said hoot computer and a volume which is assigned 

6 to the port, to a port of said second storage device which 

7 is utilized for an access to the volume and a volume which 

8 is defined on the port. 

1 G. An access restriction information setting method 

2 according r.o Claim I, wherein 

3 said firot storage device sets up access restriction 

4 information on each port, by use of a first management table 
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5 in which an information identifier of a volume and a source 

6 port of an access to be permitted are listed with a LUN unit 

7 with respect to each port, and 

8 said second storage device sets up access restriction 

9 information on each port, by use of a second management table 

10 in which a LUN and an identifier of a volume are listed with 

11 a group unit of source ports of an access to be permitted 

12 with respect to each port, and 

13 said first step obtains said first management table, 

14 and 

13 said fourth step prepares said second management table 

16 as to each port of said second storage device which is selected 

17 in 3a id third step, on the basis of a listed content of said 

18 first management table which is obtained in said first step 

19 as to each port of said first storage device to which a volume, 

20 of which said port is utilised for an access, is assigned, 

21 and updates said second management table that said second 

22 storage device ha3 - 

1 7. An access restriction information setting method 

2 according to Claim 1, wherein 

3 in case that said host computer has a plurality of paths 

4 which are used for an access to the same volume, a process 

5 of said fourth step to the volume is carried out at least 

6 twice separately to said plurality of paths. 
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1 8. An accccc restriction information setting method 

2 according to Claim ‘i, wherein 

3 said second network ic different from said first 

4 network. 

1 9. An access restriction information setting apparatus 

2 which sp.tis up access resfri ct i nn information on a storage 

3 device, in a etorage area network system having the storage 

4 device which determines right or wrong of an access request 

5 to a volume in accordance with access restriction information 

6 which is set up on a port which receives the request, and 
/ in a host, computer which transmits an access request to said 

8 storage device through a first network, comprising: 

9 obtaining unit which obtains access restriction 

10 information and information of a volume which arc act up 

11 uii each pert that a first storage device has, and attribute 

12 information including a port type and a status of utilization 

13 of each port that a second storage device has, through a 

14 second network; 

15 selecting unit which selects a port of said second 

16 storage device which is utilized for an access to a volume 

17 that said first storage device has or had, on the basis of 

18 attribute information yl each port that said second storage 
1 ^ device has,, which, is obtained in said obtaining unit; and 

20 setting unit which sets up, on a port of said second 

21 storage device which is selected in said selecting unit. 
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22 access restriction information of a port of said first storage 

23 device to which a volume, of which the port is utilized for 

24 an access, is assigned, on the basis of access restriction 

25 ialoritici Liuii and iiiroruiaLiiMi uf a volume of each port that 

26 said first storage device has, which are obtained in said 

27 obtaining unit, 

1 10, An access restriction information setting system 

2 having first and second storage devices which determine right 

3 or wrong of an access request to a volume in accordance with 

4 access restriction information which is set up on a port 
b which receives the request, a host computer which transmits 

6 an access request to 3aid first and second storage devices 

7 through a first network, and an access restriction 

8 information setting device which is connected to said first 

9 and second storage devices through a second network, wherein 

10 said access restriction inf ortna t i on setting device 

11 comprising: 

12 obtaining unit which obtains access restriction 

13 information and information of a volume which ar© set up 

14 on each port that said first storage device has, and aLLribule 

15 information including a port type and a status of utilization 
1C of each port that said second storage device has, through 

17 a second network; 

18 selecting unit which selects a port of said second 

19 storage device which is utilized for an access to a volume 
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20 that said first storage device has or had, on the basis of 

21 attribute information of each port that said second sloraye 

22 device has, which is obtained in said obtaining unit; and 

23 setting unit which sets up, on a port of said second 

24 storage device which is selected in said selection unit, 
2 5 access restriction information of a port of caid first storage 

26 device to which a volume, of which the port is utilized for 

27 an access, is assigned, on the basis of access restriction 

28 information and information of a volume of each pyiL that 

29 said first storage device has, which are obtained in said 

30 obtaining unit. 

1 11. A computer-readable program for setting access 

2 restriction information on a storage device, in a sluxaye 

3 area network system having the storage device which 

4 determines right or wrong of an access request to a volume 

5 in accordance wi th access restriction information which is 

6 set up on a port which receives the request, and a host computer 

7 which transmits an access request to said storage device 

8 through a first network, wherein said programmakes a computer 

9 execute: 

10 a first step for obtaining access restriction 

11 information and information of a volume which are 3et up 

12 on each port that a first storage device has, through a second 

13 network; 

14 a second step for obtaining attribute information 
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15 including a port type and a status of utilization of each 
1.6 port that a second storage device has, from said second storage 

17 device through said second network; 

18 a third step for selecting a port of said second storage 

19 device which is utilized for an access to a volume that said 

20 first storage device has or had/ on the basi3 of attribute 

21 information of each port that said second storage device 

22 has/ which is obtained in said second step; and 

23 a fourth step for setting up/ on a port of said second 

24 storage device which is selected in said third step, access 

25 restriction inf ormation of a port of said first storage device 

26 to which a volume, of which the port is utilized for an access, 

27 is assigned/ on the basis of access restriction information 

28 and information of a volume of each port that said first 

29 storage device has, which are obtained in said first step. 

1 12. An access restriction information setting method in 

2 which/ in a storage area network system having the storage 

3 device which determines right or wrong of an access request 

4 to a volume in accordance with access restriction information 

5 which is set up on a port which receives Lhe request/ and 

6 a host computer which transmits an access request to said 

7 storage device through a f irst network, an access restriction 

8 i r.f ortnar.i on sp.r.r.i ng rievi re wh inhis connected to said storage 

9 device through a second network cctc up accces restriction 
10 information on said storage device, wherein 




11 said access restriction information setting device 

12 obtains access restriction information and 

13 information of a volume which are set up on each port that 

14 a first storage device has, through said second network, 

lh obtains attribute inform? t i on including a porr. type 

16 and a status of utilisation of each port that said second 

17 storage device has, from said second storage device through 

18 said second network, 

19 selects a port of said second storage device which is 

20 utilized for an access to a volume that said first storage 

21 device has or had, on the basis of attribute information 

22 ot each port that said second storage device has, which is 

23 obtained as above, and 

24 sets up, on a port of said second storage device which 

25 is selected as above, access restriction information of a 
20 port of said first storage device to which a volume, of which 

27 the port i s uti 1 i 7.p.d for an access, is assigned, on the basis 

28 of access restriction information and information of a volume 

29 of each port that said first storage device has, which are 

30 obtained as above. . 

1 13. An access restriction information setting apparatus 

2 which sets up access restriction information on a storage 

3 device, i.n a storage area network system having the storage 

4 device which determines right or wrong of an access request 

5 to a volume in accordance with access restriction information 
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€ which io cct up on a port which receives the request/ and 

7 a host computer which transmits an access request to said 

8 storage device through a first network, comprising: 

9 a network I/F unit which is utilized for connecting 

10 to said second network, and a calculation unit/ 

13. wherein, said calculation unit 

1^ obtains ar.r.ass restriction information and 

13 information of a volume which are set up on each port that 

14 a first storage device has, from said first storage device 

15 and attribute information including a port type and a status 
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of utilization of each port that the second storage device 
has, frnm said second storage device, through said network 
I/F unit, 

selects a port of said second storage device which is 
utilised for an access to a volume that caid first storage 
device has or had, on the basis of attribute information 
of each port that said second storage device has, which is 
obtained as above, and 

sets up, on a port of said second s^nragp device which 
is selected as above,- through said network I/F unit, access 
restriction Information of aportofsaidfirst storage device 
to which a volume, of which the port is utilised for an access, 
is assigned, on the basis of access resLr iclion information 
and information of a volume of each port that said first 
storage device ha3, which are obtained as above* 
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14. An access restriction information setting system 

2 havinq first and second storaqe devices which deL ermine right 

3 or wrong of an access request to a volume in accordance with 

4 access restriction information' which is set up on a port 
h which receives the request, a host computer which transmits 

6 an access request to said first and second storage devices 

7 through a first network, and an access restriction 

8 information setting device which is connected to said first 

9 and second storage devices through a second network, wherein 

10 said access restriction infonnat ion setting apparatus 

11 has a network I/F unit which is utilized for connecting 

12 to said second network, and a calculation unit, and 

13 said calculation unit 

14 obtains access restriction information and 

15 information of a volume which are set up on each port that 
1G a first storage device has, and attribute information 

17 including a port type and a status ot utilization ot each 

18 port that a second storage device has , from said second storage 

19 device, through said network I/F unit, 

20 selects a port. of said second storage device which is 

21 utilized for an access to a volume that said fiist storage 

22 device has or had, on the basis of attribute information 

23 of each port that said second storage device has, which ia 

24 obtained as ahovR, and 

25 ccto up, on. a port of said second storage device which 

26 is selected as above, through said network I/F unit, access 
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2 7 restriction information of a port of said first storage device 

28 to which a volume, of which the port is utilized for an access/ 

29 is assigned, on the basis of access restriction information 

30 and information of a volume of each port that said first 

31 storage device has, which are obtained as above. 
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15, An access restriction information setting system 
having first and second storage devices which determine right 
or wrong of an access reguest to a volume in accordance with 
access restriction information which is set up on a port 
which receives the request, a host computer which transmits 
an access request to said first and second storage devices/ 
a Fibre Channel switch which configures a Fibre Channel 
network which connects between said first and second storage 
devices and said host computer, a management server which 
sets up access restriction information on said first and 
second storage devices, and a T.AW which connects between 
said first and second storage devices and caid management 
server, wherein 

said first and second storage devices have a FC l/F 
which connects to said Fibre Channel switch, and 
said management server 

has a LAN I/F unit which is utilised for connecting 
r.n said i.an, and a ca.lcul ar.i on unit, and 
said calculation unit 

obtains access restriction information and 
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21 information of a volume which arc set up on each port of 

22 the FC i/f that a first storage device has from said first 

23 storage device, and attribute information including a port 

24 type and a status o£ utilization of each port of the FC I/F 

25 that the second storage device has, from said second storage 

26 device, through said LAN I/F unit, 

21 selects a port of a FC! I/F on said second storage device 

28 which is utilized for an access to a volume that said first 

29 storage device has or had, on the basis of attribute 

30 information of each port of the FC I/F that said second storage 

31 device has, which is obtained as above, and 

32 sets up, on a port of the FC I/F of said second storage 

33 device which is selected as above through said LAN I/F unit, 

34 access restriction information of a port of the FC I/F of 

35 said first storage device to which a volume, of which the 

36 port is utilized for an access, is assigned, on the basis 

37 of access restriction information and in forma ti on of a vol time 

38 of each port of the FC I/F that 3 aid fir3t storage device 

39 has, which are obtained as above. 

1 16. An access restriction information setting apparatus 

2 according to claim 13, wherein 

3 said calculation unit 

& obtains the access restriction informer i nn and the 

5 information of the volume which are set up on each port that 

b said first storage device has, from said first storage device. 
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through said second network, 

selects, as the pore of the second storaqe, a target 
port which is utilized for receiving an access request from 
said host computer to a vuluiue that said first storage device 
has, and an initiator port which is utilized for sending 
an access request from said second storage device to a volume 
that said first storage device has, and 

ects up access restriction information, of a port of 
said first storage device to which a volume, of which the 
port is utilized for an access, is assigned, on the selected 
target port of the second storage device, and in addition, 
updates access restriction information of a port of said 
first storage device to which the volume ic assigned so as 
to permit an access request only from the selected initiator 
port of said second storage device. 

17. An access restriction information setting apparatus 
according to claim 13, wherein 

said calculation unit specifies access restriction 
information which is set up on each port that said first 
storage device has and information of a volume, by obtaining 
a port of said host computer which is utilized for an access 
to a volume that said first storage device has and information 
ota port or sa i ri f i rst stora ge devi ne, from said host computer 
through 3aid second network. 
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1 18. An access restriction information setting apparatus 

2 according to claim 13, wherein 

3 said calculation unit 

4 chanqes a port of said first storage device which is 

5 associated with each mount point of a file system of said 

6 host computer and a volume which is assigned to the port, 

7 to a port of said second storage device which is utilized 

8 for an access to the volume and a volume which is defined 

3 on the port. 

1 19. An access restriction Information setting apparatus 

2 according to claim 13, wherein 

3 said first storage device sets up access restriction 

4 information on each port, hy use of a first management tahl e 

5 on which an information identifier of a volume and a source 

6 purl cl an access to be permitted are listed with a LUN unit 

7 with respect to each port, and 

8 said second storage device sets up access restriction 

9 information on each port, by use of a second management table 

10 on which a LUN and an identifier of a volume are listed with 

11 a group unit of source ports of an access to be permitted 

12 with respect to each port, and 

13 said calculation unit 

1 a obtains said first management table, and prepares said 

15 second management table as to each port of said second storage 

16 device which is selected as above, on the basis of a listed 
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17 content of said first management tabic/ and updates said 

18 second management table which said second storage device 

19 has . 

1 20. An access restriction information setting apparatus 

2 according to claim 13, wherein 

3 in a case, that said host, computer has a plurality o** 

4 paths which arc used for an access to the came voluiue, a 

5 process of setting up said access restriction information 

6 to a volume is carried out at least twice separately to said 

7 plurality of paths. 
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